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Welcome to
Cutover

This Quick Start Guide contains information
to help you get started with Cutover.

What is Cutover?
Cutover interconnects your teams and technologies
through Collaborative Automation, enabling you to

successfully manage your IT disaster recovery, cloud
migration, and release strategies.

Where to find additional resources?

For more in depth information and training videos,
please log into your Cutover platform and visit our
Help Centre resources via the *?” located at the
bottom left hand side of the screen.
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Accessing
Cutover

Authentication methods

Email and password

After you have completed the registration,
the next time you access Cutover, the login
screen will appear enabling you to log in with
your email address and chosen password.

Single Sign On (SSO)

Once registered, clicking the login button
will take you through to your internal SSO
provider for verification.

If you have any issues connecting via SSO
please contact your internal administrator.

Cutover . Cutover

N
You've been invited to join Cutover Q You've been invited to join Cutover
You have been invited to join
Cutover with the email

You should have received an email from Cutover with a link to register. If you have not

received anything please check your inbox or speak to your administrator.



Homepage Overview

Starred

Workspaces

01. Application Release Or...

02. Operational Resilience ...

03. Operational Resilience ...

04. Cloud Migration

05. Platform Implementation

06. Integrations

javascript:

Home

My Workspaces a

01. Application Release Orchestra...

02. Operational Resilience - ITDR

03. Operational Resilience - Cybe...

Live Runbooks Planning Runbooks e

Application Migration Runbook -HEL v1.0- | A |
#1074 « B « 05. Platform Implementation > Default « +17h 48m ...

AWS Application Migration Service (MGN) - Payment... N
#1069 « & » 04. Cloud Migration > Migration « +11h 21m « 55 tas...

FL Y CloudEndure DR [ 4] n\

el #1065 « & « 06. Integrations > Default « « 6 tasks 1o
r o -
APAC - SAP Runbook |~ 1%
@ 1015 « & « 05. Platform Implementation > Default « -6d 15h ..
Wave 2 - AWS Application Migration Service (MGN) ... A1

® 4993 « 8 « 04. Cloud Migration > Wave Migration « 10 comp...

Invoicing App - AWS Application Migration Service (... zo\
#1057 « & « 04. Cloud Migration > Migration « +8h 22m « 55 tasks -

Active Tasks Upcoming

Getting Started Tasks
zCutover » Getting Started With Cutover

Create Runbook

Create Runbook

Create Runbook

Navigation bar see next page for
further information.

Workspaces you are a member of
and where you will find all the
runbooks you have access to.

Live and Planning runbooks
provide information regarding any
live and upcoming runbooks you are
associated with.

Active and upcoming tasks
provides information regarding any
tasks you are assigned to within
any runbooks.

The lists displayed within each of these
three sections will dynamically change
depending on your access to workspaces,
runbooks and assigned tasks.




Navigation bar

Global Search Bar allows you to search or runbooks within all workspaces

The Home icon will return you to the home page from anywhere

{7} Home

2= Access Management

*Access Management, administrators can add, remove and edit users and their roles and permissions.

Starred
Starred runbooks section provides a quick and easy access to the list of runbooks you have starred

Workspaces Workspaces views gives you access to a list of all the workspaces you have access to and the saved views,
& 00. Quality at Cutover SO you can switch between workspaces on any page

01. Application Release Orc...

@ Your user profile displays your account information, your assigned roles and history
02. Operational Resilience

03. Cloud Migration *The Settings icon allows admins to edit Workspace, dashboard and runbook settings

04. Platform Impl tati . . . . . -
R The Help icon gives you access to In-App chat support and Help Centre articles, including training and

Log out button

05. Integrations 6 enablement videos and guides.

N
\
* Depending on the role(s) you have been assigned to, you might not see the “User” or “Settings” icon Q 03



USGI‘ management (for Workspace managers and Global user admin)

To invite new users, select the Access management button on the Once the + is selected, a pop up will present two options:

left hand side, then click on the + button on the bottom right. - Individual users to manually add a name and email
« bulkupload via CSV.

Next you will need to assign user roles and workspace permissions.
There is also a check box option to send an invitation via email with
an optional custom message attached.

L Home

My Workspaces

{A) Home

o)

. av- - . oge
&= Access Management on Resilience

Starred \

02. Cloud Migration

New User g A
New User
. . . . Add new users
W°rk5pa°"’f annlication Haleasa (rche —_— @ Individual user O Bulk upload Add new users
\ N\ Access Management O Individual user @ Bulk upload
First name * Lastname™ | T
o— Users (183) Please upload a CSV file containing the column headers first_name,
@ AL . . . . Email (username) * IaSt—name and email.
= Workspaces First name Last name Nickname Email Mobile numbe '
=E LT Choose file | No file chosen
Starred . [ Global admin L )
[J Global user admin
[ Global stakeholder
«1.  Workspaces D Workspace manager . . .
- 0] Workspace stakeholder To update or edit any existing
[[] Workspace runbook creator : : :
user details, simply click on the
[[] Workspace member
O (3 Centralized team manager name of the user. The Edit panel
Send invitation? will appear on the right hand side.
H t 3
Click "Save’ to save any changes
........ a o oavceL

T
C .



Workspace Overview

1. Workspace menu and Saved views:
Quick access to see all runbooks,

}' 02. Operational Resilience Operational Resilience

Dashboards ¥ Runbooks Snippets new Central Teams

g

o templates and any personal or public
Home o— All Templates Snippets Save view | 38/81 results List Timeline Table .
0 > e saved filters
&= Access Management
1filter applied  clear all () Select all runbooks Sort: Last updated ~ ? Workspace Section:
Starred
Folder (2) % o , -
::E] CHG- DeskGet Recovery ... - CHG- AAP Recovery Plan | 2 | Due 29 Jun 17:49 43) MUltl runbOOk daSthard
® 544 « & « |T DR - Recovery Plans « +11mo 19d « 42 task RunbOOkS
:>) CHG- AAP Recovery Plan Folder Applied vV ~ | CHG- DGet Recovery Plan | ~ | Due 9 Aug 17:02 )1\ .
- ® 1336 + i « T DR - Recovery Plans « +24d 21h « 41 tasks ' o Srnppets
Workspaces BCM — . . o
. CHG- Bitchip Recovery Plan | A | X O
4> 00. Quality at Cutover ] Cyber Security G W @ 4550 « @ « IT DR - Recovery Plans « -1h 32m « 41 tasks DUS 15 el 20:12 Z”“ Central TeamS Management
~ S _ (] Default 0] ") CHG- DeskGet Recovery Plan [ 4] , . _
1 01. Application Release Or... DR T 0 #238 « IT DR - Recovery Plans « 6h 56m « 417 tasks Start cate i past 3 Fl |terS, FOIder and Sea I"Ch .
est —
. 02. Operational Resilie... v | CHG- Cardify Recovery Plan | 2 | : Sthk F| |terS
D Emergency Response e W @ 4540« @ « IT DR - Recovery Plans « +11mo 18d « 41 tasks DG 29 St 16:92 y .
My Saved Views -
y :;l;a?f: Recovery ") CHG- Redsky Recovery Plan [ 4] e 15 ol 1634 Applled Filters
® o [ o - P ® : . .
01. 1T DR - - #545 « @ « |T DR - Recovery Plans « -8h 10m « 41 tasks Folders & Other fllter OptIOﬂS
02. Business Continuit o e = 5 CHG- Bigtax Recovery Plan [ 4] Due 15 Jul 17:53
- BUSINESS Lontinuity B Regulatory i) @ 543 « & « |T DR - Recovery Plans « -1h 23m « 41 tasks 4 Create Runbook
03. Crisis Management OJ Template () — 1 CHG- Shoplist Recovery Plan [ 4| Due 15 Jul 17:54 .
W @ 5548 « @ « IT DR - Recovery Plans « -35m « 41 tasks
: + Add new folder - - -
04. Cyber Security CHG- Namfix Recovery Plan |~ Due 16 Jul 02:26 12\ 5 RU“bOOk VleWS and More OpthnS
: W @ 546 « @ « IT DR - Recovery Plans « -20m « 41 tasks ' B
eSOl Quick Filters % _— e OR R S ~
| B ecovery Plan [ ~ . I
. W @ 4542 « @ « |IT DR - Recovery Plans « +45m « 42 tasks Due 15 Jul 20:17 {11 6' RunbOOI( type (Icon) ’ name’ ID and
CJ In progress - live
() Starts —, CHG- Bytecard Recovery Plan [ A] Due 15 Jul 20:41 192" other runbook details
within @ {4541 « & « |T DR - Recovery Plans « -1h 30m « 41 tasks
— CHG- Ronok Recnverv Plan [ & | N\ ) .
7. Runbook date, time and status
* Depending on the role(s) you have been assigned to, some icons or features might not be available to you ‘\\
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Workspace Section

Dashboards

QE IIIIII

'S D S
1-—_ I

-‘___ I
nl [l [l [l '

The Workspace Dashboards section
(Multi-Runbook Dashboard) provides a
real time status of all your runbooks
iInone view. It is visible to all users
who have access to the Workspace.

Please also see the Multi Runbook
Dashboard page for more information.

02. Operational Resilience Operational Resilience
Dashboards ¥ Runbooks Snippets new Central Teams

Runbooks
— ()
——

Runbooks will display a list of
runbooks and templates you have
access to. Thisis the default view
when you first land in the
workspace. You can change the
way you view the list of runbooks

using the “runbook views” section.

Snippets

_— @
—— )

@
@®

ke

Snippets are a predefined set of
repeatable tasks created and
approved by workspace runbook
creators that can be easily
appended anywhere into existing
runbooks by Runbook admins.

Please see the Snippets page for more
information.

Central Teams

Name Members count Last updated

OJOJOJOXCO)

Central Teams allows admins to
create and manage the central
teams in your workspace, so
Runbook admins can link the central
teams to runbooks for fast and
efficient runbook user management

For more information on central teams,
please go to the next page.

O
u 06



Central Te AdlllS (for Workspace manager and Centralized team manager)

Centralised teams are managed and created at a
Workspace level by users with Workspace manager and
Centralized team manager permissions.

These are pre-defined teams with default users which can
be link to runbooks by Runbook admins without having to
create the team each time. When the central teamis
updated, all runbook containing the linked Central team will
automatically be updated with the changes.

To create a new Central team, select the e button
at the bottomright, choose either to create:

e Individual team manually
e Bulk upload viaCSV

Make sure the members you are adding to the central
team have the right permission to the workspace.

b 02. Operational Resilience - ITDR

\

Q

©eeee

Dashboards + Runbooks Central Teams

1 teams
Name Members count
Incident Team 1

Resilience Managers
BCM

Infra Team

InfoSec

Service Owners

App X Team

Last updated

Mar 24, 2022

Edit Team X

Name *
Resilience Managers

Centralized Team Members

Select color (accepts RGB, RGBA or HE...
S, rgb(230,119,80)

Mark as centralised team

Q Note: Changing the name or
users on this Centralized Team
will update all linked Runbook
Teams




Workspace Views (s mmee e

O
O

The Runbook List icon provides a list

of runbooks you have access to
within the Workspace. Clicking on this
icon will show the runbook details
such as runbook ID, runbook duration,
and runbook status.

Timeline

The Runbook Timeline icon is a calendar
view of your scheduled runbooks, which
allows you to visualize, plan and rehearse
runbooks efficiently. Timeline will
automatically reflect any scheduled date
and time changes to your runbooks.

*Any runbook templates will not show up
in the timeline.

Table
ID Name Folder Runbook Admin
1 D G CGED
2 G G CGED
3 G G D
4 CGEEEEEED @GSN | G
S G CGEED GED

The Table view provides you with a with a
set of runbook details. Some column
headers will have an arrow icon next to the
name which allows you to sort the table in
an ascending or descending order.




Folders and Filters

Locate a specific runbook or runbooks

using filters. In your workspace view, click
the filter icon. Filter results by folder, run
type, runbook type, and more.

You can see all your current applied filters
inthe "Applied filters” section at the top of
the filter list. Remove individual filters
quickly or clear all with one click.

To save a filtered search, click Save view

= Q All Templates‘ Save view ’5,‘83"35L1|15

A modal will appear for you to enter

additional details. your new view will be
associated with your workspace under
My Saved Views in the navigation bar
on the left.

Workspaces

(" 01. Application Release Orch...

l I 02. Operational Resilience - IT
Dashboards ¥ Runbooks Central Te

o2 Q. Al Templates

2 filters applied clear all (]

Starred

a Y
Folder Applied %

(] 00. Recovery Plan (56
Template Repository

[Jul 22] DC1-DC2 DR
02. Operational Resilien... v Failover

(] [Sep 22] DC1-DC2
DR Failover

(0 [Sep 23] DC3-DC4
DR Failover

My Saved Views
Live July Failover
00. Recovery Plan Repository

- Add new folder
01. DC1-DC2 Failover Event \ y

02. Recovery Plans By DC Quick Filters Applied N

In progress - live

S . " (] starts
03. Operational Resilience - B
within
04. Cloud Migration (] Ended
within
05. Platform Implementation
(] Late

Integrations

Workspace manager can organize
runbooks in your workspace into
meaningful collections.

You will find the Folder section in the
workspace filter panel.

If you are a workspace manager,
you can create new folders by using
the “+ Add new folder” at the
bottom of the folder section.

Type in the name of the folder you
want to create and press the enter
key on your keyboard to confirm.

To edit the folder, hover on top of the
folder name and you should see the
"Edit” icon on the right hand side.

C
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Runbook Overview

Lotlux| - Recovery Plan [Jul 22] DR Failover 5 77

Dashboards + Tasks Set Timezone

1. Runbook name and details:
Q 0d 15:01:30 | &
Runbook settings (runbook and task

2 Q_  Mytasks 41/41 tasks e List Nodemap Table] 4 import, audit |Og...etc)
. - e o jj? Star runbook, starred runbook will

o filters applie Select all Add task without pred &= : :

i s appear on the navigation bar on the
Stream v 23 Aug 21:00 O #1 |Lotlux| TO START - Start Prep for Failover © Q left hand side for quick access.
O &5 Sl el e e e * #2 |Lotlux| Inform stakeholders application failover has started © S 2. Stream and runbook filters
() 69 02. T1 - Infra Failover ]
(O () 03. T2 - Application... € #3 |Lotlux| Check DB Connections 3m 3. Task views
(J () 04. T3 - App and Bu... B 4 R .
. Runbook duration & Start Runbook

() (3 05. T4 - Revert to P... ( ) #4 |Lotlux| Check DR Database (© 10m

| : In planning mode, this timing show you the
O 6 Primary Stream (0. ?3 el Continue to next page 3m 4 durat ¢ book In i
0 89 Rto - expected duration of your runbook.In live or
1+ Add new stream 21:10 #6 |Lotlux| Confirm Application ready for shutdown © rehearsal' it displays the amount of time the
Quick filters v ES @ #7 |Lotlux| Shutdown Application Services © runbooks has been running.
(J Ccritical path 21:15 @ #8 |Lotlux| Shutdown Application Ul © The icon allows runbook admin start,
OJ Milestones pause and cancel for live and
21:18 #9 |Lotlux| TO COMPLETE - Prep for Failover Complete © . h | book
= - N rehearsal runbooks.
#10 |Lotlux| T1 START - Start Infra Failover ©
| N .
[ [ [ [ [ ‘
* Depending on the role(s) you have been assigned to, some icons or features might not be available to you Q\

10



Runbook Overview

D Select all -+ Add task without predecessors

QZS Aug 21200] Q #1 |Lotlux| TO START - Start Prep for Failover
4

ﬁ #2 |Lotlux| Inform stakeholders application failover has started

#3 |Lotlux| Check DB Connections

e
S -

1 ) #4 |Lotlux| Check DR Database

#5 |Lotlux| Regional Recovery Certify
#6 |Lotlux| Confirm Application ready for shutdown

21:10 ®

@ #7 |Lotlux| Shutdown Application Services

21:15 g @ #8 |Lotlux| Shutdown Application Ul

21:18 #9 |Lotlux| TO COMPLETE - Prep for Failover Complete

4
List Nodemap Tab .

3m

>)
0

© ©

® @9@ o |

© ©(©0 ©

. Task start date and time

. Task icon:

lcon shape = Task type
lcon colour = Assigned streams

. Task ID and name (click on task name to

view tasks details)

. More options (task export, highlight mode)
. Task duration

. Assigned teams and users for task

. Critical path (automated)

. Runbook details

Runbook teams
Comments
Adhoc comms

N
* Depending on the role(s) you have been assigned to, some icons or features might not be available to you Q\
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Runbook Section

Pages

Homepage

Executive summary

Useful Links Runbook admins
© e

The Runbook home page provides
a space within the runbook where
runbook admins can publish
information regarding the runbook,
can contain plain text, direct links,
tables and even htm|

o |Lotlux| - Recovery Plan [Jul 22] DR Failover
[

Pages Dashboards v Tasks Set Timezone

Dashboards

QE |

-‘___ ‘
-I-__ ‘
-1___ ‘
= [l [l [l 1

The Runbook Dashboards section
(Single-Runbook Dashboard) provides
a real time reporting of the runbook
and is available on all runbooks. It
provides information such as task
status summary, completion stages
and milestone tasks overview

Please also see our additional slide on Single
Runbook Dashboard for more information.

Tasks

Display a list of tasks within the
runbook. This is the default view
when you first land in the
workspace. You can change the
way you view the list of runbooks
using the "Task views” section.

12



Nodemap

Nodemap can be accessed via the within the
Task views section on the top right.

It is a pictorial representation of your
runbook and highlights the dependencies
between tasks so you can see the flow of
your runbook from start to finish.

This is an interactive nodemap enabling you
to click on the individual nodes to bring up
the task details. If you are an admin, you can
edit the tasks in this view.

The orange line from top to bottom of the
node map is the critical path which is
automatically calculated for you.

* for more information on critical path and node map, please visit our In-App Help Centre resources

o2 Q  Mytasks Active

Stream Vv

01. TO - Prep For ...
02. T1 - Infra Fail...
03.T2 - Applicati...

05. T4 - Revert to...

Primary Stream 0

a
O
O
(] 04. T3 - App and ...
0
a
O

() Rto

Quick filters %

[j Critical path
(] Milestones

Team
User

Task Type

41/41 tasks

¢ Q&

List Table

. #25 |Stim| Reports and Dashboard Te...

%

#23 |Stim| T3 START - Start App and
Business Validation

13


https://help.cutover.com/en/articles/3850126-runbook-filtering-critical-path-and-search

Streams, filters and Runbook teams

2 n |Lotlux| - Recovery Plan [Jul 22] DR Failover i 77
o

Pages Dashboards v Tasks Set Timezone

it é
o— Q' Mytasks  41/41 tasks Users and Teams -+ w (4
. _ i i | o2
N rl Streams are a Iog|cal way of grouping tasks and easily P
filtered by selecting the check box next to the stream name.
4— " . Users (1) Teams (4) (J
2iream A tasks color corresponds to the stream it is assigned to. over
+) 01. TO - Prep For Tem e n . T
U ) b * #2 |Lotlux| Inform stakeholders application failover | @ S Admin S
(J B 02. T1 - Infra Failover .
(J 6 03. T2 - Application... @ {g #3 |Lotlux| Check DB Connections

(J ) 04. T3 - App and Bu...

() &) 05. T4 - Revert to P...

() B Primary Stream 0
(J 8 Rto

+ Add new stream

2
( D #4 |Lotlux| Check DR Database

®
| I #5 |Lotlux| Regional Recovery Certify

2

21:10 #6 |Lotlux| Confirm Application ready for shutdown

; ; : tdown Application Services
Quick filters Filters allow you to see relevant tasks

Including tasks that are assigned to you,
your team, or tasks that are late.

C] Critical path
C] Milestones

tdown Application Ul

Team D
#10 |Lotlux| T1 START - Start Infra Failover

PLETE - Prep for Failover Complete

0ad 19:0]1:30 2 P

Runbook teams are created by
Runbook Admin. You can select
each team to see the team
members.

Teams or individual users within a

team can be assign to tasks.

Multiple teams and users can be
assigned to a single tasks.

* Depending on the role(s) you have been assigned to, some icons or features might not be available to you

C
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CI’G ate I'Ul’lbOOk (for Runbook Creator)

To create a runbook, navigate to a workspace and click Complete the required information to set up the
0 1 | i runbook and select + Create Runbook
the icon at the top right of the screen
L » New Runbook
{n} Home @® New runbook (O Usetemplate (O Duplicate
2= Access Management D
: Title *
S — | _____________________________________________________________________________________________________
D
[ Scheduled Start
D
G O Normal @ Validation
inced ¢ n
@ CANCEL
Please note, if you do not see the “+” icon but need to create runbooks, Your new runbook will automatically open, simply start
then contact your administrator to request additional permissions adding tasks, create runbook teams, map dependencies,

assign tasks and edit details.

* Depending on the role(s) you have been assigned to, some icons or features might not be available to you



Create and edlt taSkS (for Runbook admins)

s Add anewtask | Editatask ‘_:

: : .- Task #1
,* 1. . Tostartadding your first tasks to a new runbook, input O #1 Go/No go decision & ©1h
' ' thetasktitle next to the icon and then hit Enter to o Go/No go decision
. .’ confirm. Youcan then edit the detalls by clicking on the N | |
I To edit existing tasks, selecting the task title | wnomal -

task title. _ | _
will automatically opens the Task edit pane to

the right of the task list.

Primary Stream v

O LevelT O Level2 @ Level3
If you already have an existing task and you want to add a . . .
Y Y J Y Here you can edit task details, such as, title,

successor task, click on the + inside the existing taskicon, : Fue, 2 Nov 2021 10 % 00

| | , , type, stream, duration, assign teams and
input the task title and hit Enter to confirm. , el e L
users and dependencies. © 0 days 1 hrs 0 mins 0 secs

lue, 2 Nov 2021 11 - 00
. ¢ Selecting the task again collapses the panel.
@ Add tasks without predecessors L [J Add a fixed start time?

Updated details need to be saved once
completed using the "Save” button, which will
only appear once details have been changed.

L . .
1 Description

To add tasks without predecessors, the option will be
available at the top of your task list, click on the "add tasks
without predecessors” and input the title and details.

a» Assigned Users & Tea...

¥ Dependencies

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
---------------------------------------------------------------------------------------------------------------------------------------------

N
* for more information on available task type and details, please visit our In-App Help Centre resources Q\



Edit Streams and Runbook teams o: runbook admins

Streams can be applied to a task within the Task Edit menu

by clicking on the task title in your task list

() #) 04. T3 - App and Bu...
(J #) 05. T4 - Revert to P...
() B Primary Stream

(J B Rto

[ + Add new stream *

o2 | Q  Mytasks 41/41 tasks

No filters applied (J selectall +  Add tas
Stream e 23 Aug 21:00 Q #1 |Lot

4
(J B 01. TO - Prep For Fai...[ .
4

() B9 02. T1 - Infra Failover <

2
(J 6 03. T2 - Application... ~ @ { #3 |Lot

You can add a stream by selecting the
"Add new stream” button.

To edit an existing stream, hover over
the stream name, the “edit” button will

appear on the right of the stream name.

Note Primary stream is the default
stream and cannot be deleted.

Runbook Teams are required to be set up before you can assign

any tasks to a team or user

Users and Teams —
for Failover

Users (1) Teams (4)

To create a Runbook team, click on the +
button then choose any existing central
team or create a new custom team

You can also import teams via CSV - just
click the 3-dot option located on the
top right of your Runbook Teams panel.

For more details on Runbook teams features, please visit our Help Centre

C
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Import and export tasks

*Jg Import tasks from CSV

Task Import via CSV upload is located in
the Settings icon next to your runbook
name. Only the Runbook Admin can
upload tasks.

Before you can import tasks, you will
need to either:

Create a new blank runbook
or
Append tasks to an existing runbook

It is not possible to reference an existing
task as a predecessor from one of the
tasks in the CSV that you are importing.

There are required fields for the CSV
upload and there is an upload template
available. Please speak to the Cutover
team if you need assistance.

Task Export is available once

& Export tasks «

( : you are in the runbook, click
® on the 3-dot icon, then
select "Export Tasks”

The pop up will ask you to
select the following:

© e Export all tasks or the
‘ current filtered view
e CSV or Excel file format
= e Timezone
°c @
Export tasks

Export
@® All 7tasks (O 1 filtered tasks

® csv (O Excel

GMT+01:00 BST - London v

@ CANCEL & EXPORT

18



Snippets

Snippets are a predefined set of repeatable tasks created and approved by Workspace Runbook Creators that can be easily appended anywhere
iInto existing runbooks by Runbook admins. Snippet tasks can be identified by clicking the filter icon within your runbook

Create Snippets

4 01. Application Release Orchestration Application Release Orchestration )
. ® + Create Snippet '
Dashboards * Runbooks Snippets” Central Teams J

r Al
= Q g . List Table
Create task snippet new

Define up to 100 tasks that can be incorporated into a runbook when in

() Selectall plannin g or execu tion ort: Last updated ~
u"."‘: Failed Te Cn Plan repeatable processes outside your
® 1 #1119 « Ta: ©) runbook ahead of time

-----

:o-.-:s: Deploy R §_. Insert the snippets into runbooks only if
[ J #967 « Tas needed

F g : Ensure the most up to date set of tasks are
et L’?F?'Qfa]t" &) incorporated in when needed
¥ O e la!

-----

o ! ... ( " e . . .
V2 ra#mseTas [ Don't show this again

i« 1 Integratic
1 #1M4 . Task Snippets « O tasks

.....

To create a snippet, click the Snippets tab in
your workspace. Next, click the + Create
Snippet button on the upper right-hand
corner of the screen.

You have the ability to add up to 100 tasks.

Adding details for task in snippets follows
the same process for creating tasks.

Approve Snippets

Snippet Details X

Snippet Title * o

Failed Testing

-
{52 Snippet settings v

Snippet status

(O Draft (O Pending @ Approved
) Jrait ) Pending @ Approved

Snippets will need to be marked as
approved in order for it to become
available for use in your runbook.

To approve your snippet, click the
Snippet Details icon in the upper right-
hand corner of the screen then click
Approved under Snippet settings.

Add Snippets to tasks

No filters applied (O select all -+ Add task without predecessors \
s
Task Snippets v
22 Aug #21 Test 5 © 30m
(3 (B Failed Testing 1 o Copy
10:43 ( ) 5e & #31con ©
Stream v s
#32 Create.  ® Add task after ©
(J & 1. Prep Tasks Add a Snippet
11:43 §% #33 Triage (| 55 AddaSnippet new © 1
(O @ 2. Release Tasks . -
°ﬁ Show critical path to here
D [‘H 3. Business Live Pr... @i 12:43 * #34 Fix impl © 1H
%Y Show all ancestors
(O @) 4. Post Release Ta...
() &) Primary Stream 13:43 ( ) 5¢ & 435 Comms onmixes ©
+ Add new stream i
#28 Testing Complete ©
Quick filters i #29 Deployment Complete ©
\Q Oritinal math J

To add your snippet to a task, simply click the
three vertical dots on the task you want your
snippet to be the successor of.

In the pop-up modal, click Add. Afterward, your
task snippet will be added to your runbook

C
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Start runbooks

Jul 22 - DC1-DC2 Failover Live run (dynamic)

Pages Dashboards v Tasks

[Jul 22] DR Failover Rehearsal (dynamic)

The pill label located on the right hand side of your
runbook name (as shown in the images above)
indicates what mode your runbook is in:

Rehearsal can be executed as many time as you wish,
this helps administrators identify any changes needed
prior to the live event and enables all participants to
familiarise with the runbook.

Live mode puts the runbook in live execution, which
means you can no longer change any task details once
the task has been completed.

|Lotlux| - Recovery Plan [Jul 22] DR Failover :; 77 e ’
« @ 0d 15:01:30

Pages Dashboards v Tasks Set Timezone

52 Q_  Mytasks 41/41tasks List Nodemap Table : (4

No filters applied (] select all + Add task without predecessors TO execute a runbook C||Ck the p|ay
Stream v 23 Aug 21:00 Q #1 |Lotlux| TO START - Start Prep for icon located at the tOp right

(J €9 01. 70 - Prep For Fai.. & #2 |Lotlux| Inform stakeholders a .. :

(J &) 02. T1 - Infra Failover ’ *Only RunbOOk admIﬂIStratOrS W||| be
J () 03. T2 - Application... @ (g #3 |Lotlux| Check DB Connections

able to put a runbook into execution.

(J @) 04. T3 - App and Bu...

®
(] € 05. T4 - Revert to P... ( #4 |Lotlux| Check DR Database

(J (] Primary Stream 0/ ?:] #5 |Lotlux| Regional Recovery Certify 3m

O () Rto ®

L Add hewetam 2110 © ' #6 |Lotlux| Confirm Application ready for shutdown ©
Quick filters < @ #7 |Lotlux| Shutdown Application Services ©
() _Critical nath 21:15 {;\? £ sl oyl ch

Runbook Start ¥ Once you clicked the play icon, you are

Your runbook passed 0 / 5 validation checks show details
L D eSS BE  R

required to define the type of run you
wish to execute,

Run Type

@® Rehearsal () Live Rehearsal or Live

Communication Settings

S i Communication settings can also be
@ off (O Test Commsonly (O On

turned on or off for the sending of email
and SMS messages. If Test Comms only’
IS selected, the messages are sent to the

[j Rebaseline the start of the runbook to the current time?

@ Cancel » Start Run

Runbook admins only.
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Execute tasks

During execution, the task icons will change and the timer will be running.
This records your actual durations. The Runbook Admins can pause or
cancel the runbook from the same icon. Selecting the fxicon allows
changes to be made to the Communication settings.

-

®
()

9

Startable tasks will have a visible play icon within the task.
Only the team allocated to the task will be able to interact with
It, all other users will be able to see the task but not start it.
Click on the play icon to start the task.

When there is a Started or in progress task, the icon
changes to a dashed tick. The actual start time is captured
and the start times for subsequent tasks is reforecast.
in-progress tasks can be finished by clicking on the icon.

A Completed task displays a bold tick. At the point of
completion the actual completion time is captured and the
start times of subsequent tasks are reforecast, any
successors will then become startable.

Tasks will only be startable if their dependency has been
met, until then, the task will be visible but appeared to be
greyed out for all users.

* A Runbook Administrator can override users to start and complete tasks

7 |Keylex-Viva| - Recovery Plan [Jul 22] DR Failover renearsai @ynamic)) | O 00:00:76
@ Pages Dashboards v Tasks x
o Q My tasks Active  41/41 tasks List Nodemap Table [-_,/
o2
(] Selectall <+ Add task without predecessors -
25 Aug 20:38 /> #1 |Keylex-Viva| TO START - Start Prep for Failover ©
a

s

Paused for editing

When arunis paused, it returns to planning mode, completed tasks are
locked and the timings are retained. Any tasks that have not yet been
run can be edited and new tasks can be added to the runbook as
required. The run can be resumed at any point.

This Runbook is cancelled. The Runbook must be duplicated in order to be used again

When you cancel a live run, a red notification message appears along
the bottom of the runbook. Should the user want to use the runbook
again they must duplicate the runbook.



Automated Notifications

Once the runbook has been started by the Admin and they have turned on the communications options

for all participants, notifications will be sent to inform the assigned team(s) or user(s) when a
predecessor task has been completed and the assigned task has become startable as a result.

Automated notifications
will be sent to the
w=  registered email address.

An SMS will only be sent if the
mobile number is available. It can be
added via the user profile icon
located at the bottom left hand side
of the page.

You should see the "Memorable
Word” you have set up being quoted
at the end of the SMS message for
authentication purposes.

Inbox

Cutover

C\ Cutover
Runbook: Platform Release V20.1 - T#1

This is an automated notification from Cutover to inform you that a task is
now ready to start:

Runbook: Platform Release V20.1 (MB)
Task: T#1 Start Prep Tasks

Teams assigned: Gti

Available to start: 2021-11-03 16:01:07 UTC

Planned start time: 2021-11-05 09:00:00 UTC

=

16:01 UTC

#1 Start Prep Task | Platform
Release V20.1 - This task is
ready to start.

View:

Do you recognise your
Memorable Word? OpRes




Audit log

To access the audit log, click on the runbook
settings icon and choose the audit log option.

The audit log displays all actions and timings related to the runbook such as any amendments

Once you are in the audit log scree, you can to the runbook details, streams or teams, in addition to any changes to individual tasks.

download the entire log as CSV via the 3-dot
option located on the top right hand side

App FS Comp|ete v
N Add status - 03. Cloud Migration » SDR PLC 2021 App Migrations P
App O 55 AuditLo » e
Add status * d Migration - SDR PLC 2021 App Migrations . g i
i Duplicate runbook & ing 1 - s
P -4 Showing 1- 10 of 79 Download all (CSV) L
W Archive runbook
Jun 11,2021 14:52 Run #1 completed by Luke Inness 20
g Save runbook as saved view
- Jun 11,2021 14:52 Task #T19 Email to all Stakeholders of successful migration completed

£ View version history

) Audit log «

== Runbook users ' Jun 11,2021 1452  Task #T18 PROD ENV now Production completed

Jun 11,2021 14:52 Task #T19 Email to all Stakeholders of successful migration started

Jun 11,2021 14:52 Task #T19 Email to all Stakeholders of successful migration marked startable by Luke Inness

() Reload Jun 11,2021 1452  Task #T18 PROD ENV now Production started
Jun 11,2021 14:52 Task #T718 PROD ENV now Production marked startable by Luke Inness
Jun 11, 2021 14:52 Task #T17 PROD ENV Sign-off completed >

Jun 11,2021 14:52 Task #T17 PROD ENV Sign-off updated by Luke Inness




Single Runbook Dashboard
g QS:Q1 OZ:OG6 3d 21:05
Single Runbook Dashboard can be found within each individual runbook under
the Runbook Section. Simply select the 'Dashboard’ to see the dashboard page. ot
0 Skipped Complete 223
B 0 Abandoned In Progress 2 2)
It provides a real-time status of a runbook and is visible to all users who have 3/% M 223 Complete Startabl 12 12
. . . ] unning late Not yet startable 363 6
access to the runbook. As tasks are updating in your runbook, the dashboard will o .
update instantly without the need to refresh your screen.
600 O ® e
540 O : ’
o |Lotlux| - Recovery Plan [Jul 22] DR Failover i5: 7' o
Pages Dashboards v | Tasks Set Timezone £ 360
©300 o
%;240 0—0—0—0—0—0—0—0—0—0—0—0—0—0—#
o2 Q.  Mytasks 4941 tasks 2122
60
. . 18 Jan 04:30 22 Jan 02:06
No filters applied () sSelectall -+ Add task without predece
Title Progress Start Finish Duration
Stream vV 23 Aug 21:00 Q #1 |LOt|UX| TO START - ¢ 01.T0 - Prep For Failover 18 Jan 05:01 3d 12h
4
02. T1 - Infra Failover 18 Jan 06:22 3d 10h
:] [+] 01. TO i Prep FOF Fal * #2 |LOtIUX| |nf0l'm S 03. T2 - Application Failover ??hJ.]a’l:erO7:38 3d 15h
() B 02. T1 - Infra Failover
. - ST Title Finish
() ) 03. T2 - Application... #3 |Lotlux| Check DB Cq Oammroony s s
:] [+] 04 T3 i App and BU. @Start Recovery stepsforWealth Enterprlse 18Jan 05:01
al o | B Sy #629 Stream: 01. TO - Prep For Failo +31m 85




Multi-Runbook Dashboard

Your workspace dashboard is located within the workspace
section. Select ‘Dashboard’ to see the Multi Runbook Dashboard.

It provides a real-time status of all your runbooks in one view. It is
visible to all users who have access to the workspace. You can use
the filter panel to select a particular group of runbooks in the
Multi-Runbook Dashboard view.

Dashboards v] Runbooks Central Teams

p
}' 02. Operational Resilience Operational Resilience
a

o Q Il Templates Snippets Save view  38/81 results
1filter applied  clearall v (] Select all runbooks
Folder (2) X e o
older (2) —_ CHG- AAP Recovery Plan | ~ |
® ;544 « & « |T DR - Recovery Plans « +11i
Folder Applied vV CHG- DGet Recovery Plan | 2|

® ;336 « @ « |T DR - Recovery Plans « +24
(J BCcM

(] cyber Security

CHG- Bitchip Recovery Plan | A |
® #4550 « @ « |T DR - Recovery Plans « -1h

\_ (] Default | CHG- DeskGet Recovery Plan [ 2] /

Q

1. Filters can be applied to narrow down the selection of runbooks you
would like to see in one dashboard view.

2. Share the Muti-Runbook Dashboard via the schedule email icon
located at the top right hand side of the dashboard.

|II Hide Filters | Folder (3)

Folders

Application DR Test

[ cyber Security

DC Tests

O Emergency Response

IT DR - Recovery Plans

[ 1T DR Templates

[J Key Regulatory Milestones

[ Regulatory
[J Template

00000000

Quick Filters

In progress - live
[ starts within

[J Ended within
[0 Linked to event
[J Template

[J Late

Run Type

Run Stage

Centralised Team

N\

1c‘

Event
—

@ 0 Cancelled

@ 0 Complete live run
15 Active live run
0 Other

@ 7 Green

3 Amber
‘ 15 @ 3Red

‘ 2 Off

@ CHG- AAP Recovery Due 29 Jan 01:13 (+1d 3h)
® CHG- AOR Recovery P Due 28 Jan 02:17 (+45m)
® CHG- Bigtax Recove Due 27 Jan 23:53 (-1h 23m)
® CHG- Bitchip Recov Due 28 Jan 02:12 (-1h 32m)
® CHG- Bytecard Rect Due 28 Jan 02:41 (-1h 30m)
® CHG- Cardify Recovery Due 27 Jan 23:41 (-48m)
® CHG- DeskG Recovery Due 28 Jan 03:10 (+14m)
CHG- DeskGet Recovery Due 18 Jan 22:06 (+10m)
@ CHG- DGet Recovery F Due 28 Jan 02:13 (+16m)
@ CHG- Dget Recovel Due 28 Jan 01:43 (+1h 53m)

® CHG- Namfix Recovery Due 28 Jan 08:26 (-20m)

1.2k »
NN

0

46%
12%

46%
12%

(=

@ 415 Complete
10 In Progress
20 Startable
730 Not yet
startable

0 Not in live run

@® 7 Ontime
5 Less than 1.0h late

@ 3 More than 1.0h
late

0 Not in live run

61%

Schedule Email

Schedule details

Local (default) v

Once | Select details... o

Once v
[‘:‘: Sends at
+a Recipient Users and Teams

Saved View -

+ CREATE SCHEDULE




Post Implementation Review (PIR)

After the completion of a runbook, the PIR dashboard provides you with
a clear picture of how a runbook has performed, teams can evaluate
whether objectives were met, how effectively a program was executed,
and see actions required to improve the next program or initiative.

Only the admins can see the "View Post-Implementation Review Report”
banner at the bottom of the runbook page to access the PIR. They can

select "Publish” in the top right to share with others and save the PIR as
an additional dashboard view for all.

—
05:53 gs/ #81 |Bigtax| Confirm Application ready for shutdown
)

@ #94 |Bigtax| Shutdown Application Services
1
07:16 1] #300 |Shoplist| Confirm Application Ul is available QESSEIIEZEES
1
0 . ‘ .
07:00 €4/ #2571 INamfix| Confirm DR Database is online and ready
¥y e .
07:23 1« #3714 |Shoplist| RTO End
1
07:25 ? #316 |Ytrap| T2 COMPLETE - Application Failover Complete
1
e UYL
07:26 14/) #306 |Keylex| RTO End
1
] 07:27 #337 |Ytrap| T3 START - Start App and Business Validation

4

#367 |Ytrap| Account Reconciliation Testing

Build con

Build con

/mis +

Build com

gration succs

DC1 to DC2 Failover Complete

® 02. Operational Resilience * DC Tests

Post-Implementation Review »

i This version was completed at 5 Dec 02:59

complete

4 Dec 12:29 5 Dec 02:59 14h 30m

-14s - 5h 39m -5h 39m

End to end Failover for the Chicago DC Test completed earlier than planned. This was down to a number of overrunning tasks within the Hoot Suite failover
steps. Follow up actions to be addressed post event. Hoot Suite Failover steps to be assessed and possibly re-baselined if not accurate. Salesforce
application failover steps completed ahead of schedule. Steps to be accessed and possibly re-baselined to shorter times if required.

A full end to end recovery of the Chicago Data Centre was conducted on March 23rd. Over all failover and failback attempts were deemed a success however
there are some key areas to address namely improvement in accurate planning to ensure we drive efficiencies. Root cause analysis also needs to be
conducted on some applications planned RTOs vs actual RTOs.

2
@ 224 Ontime
72 Less than 1.0h late
298 @ 68 More than 1.0h late
234 Others
0 0 ~'
Total Involved Viewed Runbook Performed an action

Note: Substreams are treated as being part of their parent strean

05. T4 - Revert to Primary Location 1d 33m 30s

179 tasks (12 skipped) 1d 5h 28m 16s +4h 54m 46s

01.TO - Prep For Failover 16h 32m

139 tasks 13h 11m 6s -3h 20m 54s

03. T2 - Application Failover 2d 2h 5m

G
——

1d 12h 17m 50s -13h 47m 10s QD
G

Live run is complete View Post-Implementation Review Report [

#2240 IVMiranl llcar Anrace Tactinn S VNN -V

14h 47m 55s -23h 42m 5s




Avalilable resources

For more detailed information on the
Cutover platform, please visit the Help
Centre by clicking on the question mark
located on the bottom left hand side of
your screen, at any time.

Within our “Help” section, you will find:

¢ Help Centre articles
¢ Jraining videos

¢ In-App chat support
¢ Reference guides

¢ Cutoveruse cases

If you cannot access the Chat Support, please contact support@cutover.com for further assistance and any technical queries.

Start a conversation

, ’ Our usual reply time
© A few minutes
» Send us a message

See all your conversations

Search for help

| Q Search articles...

Suggested articles
Create a Runbook
Task types and custom fields (Video)

Platform Training Videos

Learn more about Cutover

Cutover Help Center
Learn about Cutover and how
to leverage the platform

. ') —>

perational Resilience - Cy...

|rlbooks Planning Runbooks

|
*MEA| App Migration Runbook -

950 « & « 05. Platform Implementatio

*MEA| App Migration Runbook -
928 « & « 05. Platform Implementation

*MEA| App Migration Runbook -
#929 « @ « 05. Platform Implementa

MEA| App Migration Runbook -
® #934 « @ « 05. Platform Implementa

Ldodernize application using EKS

\ “
948 « i « 04. Cloud Migration > Migra

*MEA| App Migration Runbook -
#937 « & « 05. Platform Implementat

|
MEA| App Migration Runbook -

® #930 « & « 05. Platform Implementa

AWS Application Migration Serviq
#894 « @ « 04. Cloud Migration > Migra

— \Alavian D o NN Mimratinn EasntaAarvg | 0

Platform Training Videos

Self-training materials to facilitate basic use of the platform
Written by Alejo San Segundo
Jpdated over a week ago

This series of clips serve you as concise reference guide to aid better
understanding of basic platform functionality.

Navigating Workspaces & Runbooks

The following video outlines how to navigate the home page of the
platform (My Cutover) as well as the workspaces and runbooks you can
view and interact with. This clip should give you a general idea of how the
user interface is laid out and help you get comfortable with navigating
throughout the platform.

Note: "Account” are now renamed to "Workspace"

A Cutover Training: Navigating Workspace & Runbo... P11 2 &4
@ 6 min & 83 views

cn.°er
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